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Foreword

The Seventh International Workshop on Security in Information Sys-
tems was held in conjunction with ICEIS 2009 in Milan, Italy. As
in previous years, this workshop served as a meeting point, bring-
ing together researchers from academia and commercial developers
from industry to review the current state of the art in Security in
Information Systems.

Papers presenting the most recent theoretical, and practical works
in security for Information Systems were received, a total of 19 sub-
missions. This year the number of submitted papers has decreased,
maybe due to the high number of new security conferences held re-
cently. All submissions were reviewed by at least three program
committee members. Finally, we accepted 8 full papers, and 5 short
papers. Unfortunately, some good papers had to be rejected because
they did not correspond to WOSIS’09 criteria.

As is tradition in WOSIS as part of the works selection, the best
papers are included in an extended and revised version in the pres-
tigious Journal of Universal Computer Science.

It is our pleasure to thank the members of both the program com-
mittee and the members of the organisation committee for all their
hard work, dedication and commitment to the success of the project.

Finally, we gratefully acknowledge all the authors who submitted
papers, accepted or not, to WOSIS 2009 for their efforts, and we
hope to receive new contributions for WOSIS 2010. Also the partic-
ipants who together made this workshop an intellectually successful
event through their active contributions.

May 2009,

Alfonso Rodriguez
University of Bio-Bio, Chile

Mariemma I. Yague
University of Mélaga, Spain

Eduardo Fernandez-Medina
University of Castilla-La Mancha, Spain
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'SICAMAN NT. Dep. of R+D, Juan José Rodrigo, 4. Tomelloso, Ciudad Real, Spain
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University of Castilla-La Mancha, Paseo de la Universidad, 4 — 13071 Ciudad Real, Spain
{eduardo.fdezmedina,mario.piattini}@uclm.es

Abstract. Due to the growing dependence of information society on Informa-
tion and Communication Technologies (ICTs), the need to protect information
is getting more and more important for enterprises. In this context, Information
Security Management Systems (ISMSs), that are very important for the stabil-
ity of the information systems of enterprises, have arisen. The fact of having
these systems available has become more and more vital for the evolution of
Small and Medium-Sized Enterprises (SMEs). In this article, we show the
methodology that we have developed for the development, implementation and
maintenance of a security management system, adapted for the needs and re-
sources available for SMEs. This approach is being directly applied to real case
studies and thus, we are obtaining a constant improvement in its application.

1 Introduction

In a global and competitive business environment as the one existing today, enter-
prises depend more and more on their information systems because it has been proved
that they have an enormous influence on improving the level of competitiveness of
enterprises. Nevertheless, without an adequate security management, these informa-
tion systems lack real value since they cannot provide enterprises with enough guar-
antees of business continuity. For that reason, enterprises start being conscious of the
huge importance of having adequate information systems as well as a correct man-
agement of them. In this way, in spite of the fact that there are still many enterprises
assuming the risk of lacking adequate protection measures; there are many others that
have understood that information systems are not useful without security management
systems and the protection measures associated with them.

A great part of this mentality change in enterprises has its origin in the social
change produced by the Internet along with the speed of information interchange that
has caused that enterprises become conscious of the value of information for their
organizations and worry about protecting their data. This way, enterprises are already
conscious of the fact that information and the processes that support systems and nets
are their most important assets [5]. These assets are submitted to a great variety of
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risks that can critically affect the enterprise. So, the importance of security in infor-
mation systems is supported by many works [16, 33], just to mention some of them.

In the past, the enterprises that decided to protect their information systems faced
these projects from the perspective of considering that security was individual, in
other words, that only affected an object and not the whole set to which the object
belonged. That is to say, they were based on the implementation of security measures
but without carrying out an adequate management of such measures [9]. As time went
by, as enterprises did not have an adequate management, the implemented controls
were not maintained and were converted into passive controls that instead of helping
improve security, contributed to misinforming, offering erroneous information in
many cases. Thus, in [29], authors highlight the fact that technological aspects are not
enough for the construction of a security system but management as well as legal and
ethical aspects are necessary too.

Nowadays, experts consider that security in information systems has a bidimen-
sional character [26]. Today, security in information systems is not dealt with as an
exclusively technical aspect where the correct use of certain security mechanisms
(e.g. security protocols, cipher schemas, etc.) guarantees the security of a system in
absolute terms. Besides, and given the social integration of software systems, there is
a new dimension that becomes very relevant and must be carefully analyzed. This
new dimension has mainly a social and organizational character and is linked to the
fact that the interaction between mankind and secure information systems is becom-
ing higher. There are research results that have shown that the human factor has a
significant impact on security [25].

The problem of information security is characterized by its complexity and inter-
dependence. Security management contains an important number of factors and ele-
ments that are interrelated between them. SMEs in developed countries normally have
a weak comprehension of information security, security technologies and control
measures and so, they tend to forget about risk analysis or the development of secu-
rity policies [7]. This can be due to the fact that SMEs lack the resources, time and
specialized knowledge necessary for coordinating information security or offering
adequate information about security, training and education. However, the literature
suggests a very different explanation. Authors in [13] state that SMEs do not want to
pay for security and they prefer to maintain a physical security they are familiarized
with. Authors in [7] point out that SMEs lacking of a specialized knowledge in secu-
rity technologies, tend to maintain security using the technologies they are already
familiarized with. Additionally, SMEs do not consider that security is linked to the
enterprise strategy and this fact directly impacts on its fulfilment [20]. In fact, a recent
research puts forward the need to link information security to strategic planning in-
formation systems and therefore, to the enterprise objectives [6].

Despite that there are many security standards in ICT such as the code of good
practice [11], methodologies for security management such as COBIT [4], or for risk
management such as MAGERIT [15], or even maturity models for information secu-
rity management such as SSE-CMM [28], they are normally designed for big corpo-
rations, are very rigid and their practical application in SMEs requires plenty of time
and is very expensive. These are the reasons why many enterprises offer resistance to
integrate adequate security management techniques, thus assuming security risks and
so, the loss of competitiveness that are not acceptable in the modern enterprise.
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In many bibliographic sources, the difficulty of using methodologies and maturity
models for traditional security management that have been created for big enterprises
in SMEs [2, 3, 8, 30] is detected and highlighted. The fact that the application of this
kind of methodologies and maturity models in SMEs is difficult and expensive is
justified many times.

In this paper, we will describe the methodology that we have developed for secu-
rity management in SMEs with the aim of solving the problems detected in the classi-
cal methodologies that have shown not to be efficient at the time of their implementa-
tion into SMEs due to their complexity and other series of factors that will be ana-
lyzed in detail in the following sections of the paper.

The remainder of the paper is structured as follows. In section 2, we will briefly
describe the existing methodologies and models for security management and their
current tendency. In section 3, we will introduce our proposal of methodology for
security management oriented to SMEs. In section 4, we will show the tool developed
to support the methodology and finally in Section 5, we will conclude indicating the
work that we will develop in the future.

2 Related Work

In the last years, a great number of processes, frameworks and methods for informa-
tion security management whose need to be implemented is being more and more
known and considered by organizations have appeared. However, they have proved
to be inefficient for SMEs.

Among them, we can highlight the model presented in ISO/IEC27001 [12], that of
COBIT [4] and the information security management maturity model [10]. [32] and
[22] study the coexistence and complementary use of COBIT and ISO/IEC17799
through the development of a mapping for the synchronization of both frameworks.
Some of the detractors of ISO/IEC17799 present, as a disadvantage, the fact that it is
a support guide but it does not reach the necessary framework for the government of
information technologies. Its main advantage against COBIT is that it is more de-
tailed and has more guides oriented to how things must be done. A recent report of
the ITGI (Information Technology Government Institute) solves the problem of syn-
chronization by developing a mapping between.

Following this “philosophy”, many other more specific maturity models have been
proposed: for project management [17], requirements engineering [27], distributed
development [23], maintenance [1], outsourcing [14], architectures [19, 24, 21, 31],
security [28], e-Government services [34], etc.

In many bibliographic sources, the difficulty of using methodologies and maturity
models for traditional security management that have been created for big enterprises
in SMEs [30] is detected and highlighted. The fact that the application of this kind of
methodologies and maturity models in SMEs is difficult and expensive is justified
many times. Moreover, organizations, even the big ones, tend more to adopt groups
of processes related as a set than to deal with processes independently [18].

The main problem of all the presented management models of security and its ma-
turity is that they are not being successful when being implemented into SMES,
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mainly due to the following reasons: i) Some of them were developed thinking of big
organizations (ISO/IEC27001, COBIT) and the organizational structures associated
with them, and ii) others (ISM3, etc.) have tried to centre in the problems of SMEs
but they are incomplete models that only face part of the problem or try to provide us
with basic guides of the steps to follow but without dealing with the problem of how
to really manage the ISMS. Furthermore, the majority of models are theoretical and
they are still under development.

3 MMSM-SME: Methodology for ISMSs in SMES

The methodology for the management of security and its maturity in SMEs that has
been developed allows any organization to manage, evaluate and measure the security
of its information systems but it is mainly oriented to SMEs because they are the
enterprises with a higher rate of failure in the implementation of the existing security
management methodologies.

One of the objectives pursued by the MMSM-SME methodology is to be easy to
apply and that the model developed with it, allows us to obtain the highest possible
level of automation with minimum information, collected in a very short period of
time. In the methodology, we have prioritized speed and cost saving and to do so; we
have sacrificed the precision offered by other methodologies. That is to say, the de-
veloped methodology has the purpose of developing one of the best security configu-
rations but not the optimum one, prioritizing time and cost saving against precision
although guaranteeing that the obtained results have enough quality.

Other of the main contributions of the methodology is that a matrix set allowing us
to relate the different components of the ISMS (controls, assets, threats, vulnerabili-
ties, risk criteria, procedures, registers, templates, technical instructions, regulations
and metrics) has been developed. The model will use it to automatically generate a
great part of the necessary information, reducing in a notorious way the necessary
time for ISMS development and implementation. This set of interrelations between all
the ISMS components allow that the change of any of these objects alters the meas-
urement value of the rest of objects composing the model in a way that, at any time,
we can have an updated valuation of how the security system of the enterprise
evolves.

In this way and starting from the information obtained through the implementation
into different enterprises, we have developed a methodology of management and
maturity of information system security and a model associated with it. This method-
ology is composed of three main sequential subprocesses: i) GEGS — Generation of
Security Management Schemas, ii)) GSGS — Generation of Security Management
Systems, and iii)) MSGS — Maintenance of the Security Management System.

3.1 GEGS - Generation of Security Management Schemas

Generation of Security Management Schemas (GEGS), is the first subprocess of the
MMSM-SME methodology and its main objective is to produce a schema containing
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all the structures necessary for generating an ISMS and those relations that could be
established between them for a determined type of enterprises (same sector and size)
with the aim of saving time and resources at the time of generating an ISMS for an
enterprise that has the same characteristics as those for which the schema was created.
In Fig. 1, we can see in detail the different objects composing the schema.

GECS subprocess for schemas generation is basically composed of the following

activities:

e Al.l — Generation of master tables: The initial configuration tables are estab-
lished and they will contain: i) the roles of the information system users that will
be able to participate in the system; ii) the different business sectors to which the
enterprise can belong; and iii) the maturity levels over which the ISMS could
evolve throughout its lifecycle.

SubProcess GEGS - of

AL1 - Generation of master tables
- Roles | [ Sectors | [ Maturiy levels
k2

A1.2 - Generation of maturity level tables
Rules of
maturit

Domains

Obj. Controls

_____ i
v |
AL.3 - Generation of risk analysis tables }
Type of | ulnerability || Threats || Criteria | Controls la— 11/
| Vet T | Y [ Conot
¥ ¥ ¥
Array asset || Array type of

Array threats -

assets — threats — .
vulnerability

criteria for risk

types -

vulnerabilities controls

AlL.4 - Generation of tables of the artefacts library

Procedures | [ Regulations | | Templates, records, | | Controls et (—
teenical instructions | l """"
Array
artefacts

Array
Fig. 1. Elements of GECS subprocess GEGS.

Array
artefacts -
controls

¥
Array

[
i

- artefacts - controls

e Al.2 — Generation of maturity level tables: We will select maturity rules that
will allow us to determine the current maturity level of the ISMS of the enter-
prise and the list of controls that could be established. These controls will be di-
vided into subcontrols to be able to find out the approximate level at which they
are currently fulfilled with higher precision. Also, these subcontrols will be as-
sociated with the maturity levels defined in the previous activity.

e Al.3 — Generation of risk analysis tables: We select the list of elements of the
artefacts associated with risk analysis as well as the relations existing between
them.

e Al.4 — Generation of tables of the artefacts library: We select the list of ele-
ments of the artefacts associated with the ISMS generation along with the rela-
tions existing between them.

There is a dependency in activity Al.2 because it requires an input of activity
Al.1. In the same way, activities A1.3 and A1.4 require an input element generated
during activity A1.2 but they have not any dependency between them.

This subprocess will receive as inputs:

o The knowledge of the experts that has been acquired during other ISMS imple-

mentations (for example, relations between elements, procedures, etc.).
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o Lists of elements coming from other regulations, guides of good practice (such
as ISO/IEC27002) or methodologies (such as MAGERIT v2).

And it will generate as output a schema that will be used by the following subproc-

esses that are basically composed of the following elements:

o A subset of elements selected from the input lists.

e A matrix series that relate the main elements (controls, types of assets, vulner-
abilities, threats and risk criteria) necessary for the elaboration of a risk analysis
between them.

e A matrix series that relate the main elements (controls, procedures, regulations,
templates, registers, technical instructions) necessary for the ISMS generation
between them.

All this set of artefacts necessary for generating the management system of the en-
terprise information system are included in the repository of schemas for ISMS that is
constantly updated with the new knowledge obtained in each new implementation.

Due to the complexity of the development of a schema and as part of the research,
we have developed an initial schema called base schema (EB), obtained from the
knowledge acquired during the research process, with the purpose of making it possi-
ble the creation of new schemas through a cloning process (generate a new schema
from an existing schema) of the base schema and after that, performing the necessary
adjustments in the new schema to adequate it to the desired type of enterprises.

3.2 GSGS - Generation of the Security Management System

The Generation of the Security Management System (GSGS) is the second subproc-
ess and its main objectives are on the one hand, the ISMS generation through the
selection of the most adequate schema for the type of enterprise and on the other
hand, the request of business and technical information of the enterprise performed by
a speaker (Int) designed by the enterprise. In Fig. 2, we can see the different objects

composing this subprocess.
_

SubProcess GSGS —
Generation of ISMS

List of Company A2.1 - Establishment of the
assets information ISMS framework

Intermediary
Imputs

Ckeck-List

A2.2 - Establishment of the
SubProcess GSGS maturity level

Generation of ISMS Check-list of company
profile

Check-list of controls
Security ‘
level A2.3 - Performance of risk

analysis

1—0..11..1.—f
Assets
el
A2.4 - ISMS Generation
ISMS
ISMS

~

I

Fig. 2. Elements of GSGS subprocess.
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The GSGS subprocess for ISMS generation is composed of these activities:

e A2.1 — Establishment of the ISMS framework: We will establish the relations
with the enterprise, defining a valid speaker and requesting information from the
enterprise: 1) enterprise organization chart; ii) users with access to the informa-
tion system and roles represented by them.

e A2.2 — Establishment of the maturity level:

o Through a business meeting, we request information related to the enterprise
(number of employees, turnover, etc.) with the objective of determining the
most adequate schema for this type of enterprise among those existing in the
repository of schemas.

o A second meeting, this one of a technical character, is carried out to deter-
mine in detail the current situation of the enterprise with respect to the secu-
rity management of its information system.

e A2.3 — Performance of risk analysis: A set of basic assets of thick grain, will be
identified determining the cost (qualitative and quantitative) that their loss
would mean for the organization. From the set of assets, we will determine the
security risks to which they are submitted and a plan to mitigate them in an effi-
cient way will be generated.

e A2.4 — ISMS Generation: From the obtained information and the selected
schema, the elements that will form the ISMS for the enterprise will be gener-
ated and we will proceed to implement it into the enterprise.

This subprocess will receive the following inputs:

¢ Information of the enterprise in which we want to carry out the ISMS: i) busi-
ness information; ii) valid speaker for the development of the ISMS; iii) enter-
prise organization chart; and iv) list of users and the roles that they perform
within the information system of the enterprise.

o The most adequate schema to generate the ISMS from the business profile of the
enterprise and from the repository of schemas.

e Two lists of verification: i) a list of verification with business information; ii) a
list of verification with information about the level of security management.

o A list of assets associated with the information system of the enterprise, trying to
group them into the lowest possible number of assets (thick grain) to reduce the
cost of the generation and management of the information system.

And it will generate the these outputs that contain a description of the ISMS:

o The current maturity level of the enterprise with respect to its information secu-
rity management system and to what maturity level it should progress.

o A matrix with the risks to which the assets of the enterprise are submitted.

e An ordered improvement plan that indicates which controls should be reinforced
for the security level of the enterprise to evolve as fast as possible.

o A set of elements that compose the ISMS of the enterprise including: i) a control
board that indicates the security level for each control related to security man-
agement; ii) a set of regulations, templates and technical instructions valid for
this enterprise in the current moment; iii) a set of metrics; iv) a set of users, as-
sociated with roles that will allow us to execute a series of procedures to interact
with the information system; and v) a set of regulations that must be fulfilled for
the ISMS functioning.

All this set of objects that compose the ISMS are included in the ISMS repository

and will be used by the enterprise to be able to correctly manage the security of the
information system.
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3.3 MSGS — Maintenance of the Security Management System

The maintenance of the Security Management System (MSGS) is the third subprocess
defined in MMSM—SME and its main purpose is to allow the performance of the set
of tasks necessary for being able to work with the ISMS, to measure its evolution and
to facilitate the collection of knowledge for the continuous improvement of the gener-
ated schemas and ISMSs. In Fig. 3, we can see the different objects composing this
subprocess.

The MSGS subprocess for ISMS maintenance is basically composed of the follow-

ing activities:

e A3.1 — Obtain or renew the certificate of security culture: We will establish a
system that allows creating in a progressive way a security conscience among
the users of the information system that guarantees its quality.

e A3.2 — Execute ISMS procedures: General and specific (for example, complaint
procedure) that will allow the ISMS of the enterprise to be updated will be exe-
cuted.

e A3.3 — Follow-up of the ISMS fulfilment. We will have a set of metrics to keep
the control board of the security of the enterprise updated in a dynamic way and
in real time for the responsible for security to be able to make decisions without
waiting for the performance of an external audit.

Inputs

Subprocess MSGS - Maintenance of ISMS

A3.1 - Obtain or renew the certificate of security culture

Certficate of Security Culture

A32- Reg(llll:ninns of A3.3 - Follow-up of the
procedures ISMS fulfilment (security
Procedures scoreboard)

EREET System alerts
Objects Artefacts - Metrics
Periodicity External
G auditors
objects
Tecnical Safety Safety

Instructions violations culture

Regulations

Fig. 3. Elements of MSGS subprocess.

This subprocess will receive these inputs coming from the previous subprocess: 1)
A set of users and the roles that they will develop within the information system;
these roles will determine which procedures they have access to, ii) A set of regula-
tions that must be fulfilled for the good functioning of the ISMS, iii) A set of security
procedures and elements (templates, registers, technical instructions) associated with
them, and iv) A control board that will indicate the security level for each control
related to the security management of the enterprise.
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And it will generate the following outputs: i)Some instances of the existing proce-
dures that will be executed as time goes by and that will allow us to manage and
maintain the ISMS of the enterprise, ii) A set of metrics that will allow us to maintain
the control board associated with the security level of the ISMS updated: i) a set of
general metrics; ii) specific metrics: regular recurrence of objects, security violations,
security conscience and external audits, and iii) Statistics extracted from the daily use
of the ISMS carried out by the users of the information system that will be converted
into knowledge for experts in security to be able to elaborate new schemas and refine
those already existing.

All output information generated during the useful lifecycle of the ISMS will be
included in the repository of information of the ISMS and will be used by the
enterprise to be able to correctly manage information system security as well as by
the group of experts in security to improve the schemas of GECS subprocess.

4 Applicability of MMSM-SME

To validate the MMSM-SME methodology, a tool called MMSM-TOOL has been
developed. This tool allows us to develop simple, inexpensive, fast, automated, pro-
gressive and sustainable security management models. These are the main require-
ments that this type of enterprises have at the time of implementing these models.

From the viewpoint of the user, this tool presents two clear advantages: i) Simplic-
ity: All ISMS activities are oriented to reduce the complexity of the process of con-
struction and maintenance of ISMSs, thinking of organizations (SMEs) whose organ-
izational structures are very simple, and ii) Automation: The whole system uses a
concept called schemas to be able to automate the necessary steps to build and main-
tain the ISMS of the enterprise.

MMSM-TOOL

GEGS
Generation of Schemas

Security
Architect l

GSGS
Generation of ISMS

Security

Consultant l
A MSGS
Maintenance of ISMS
Users

Fig. 4. Zones of application of MMSM-TOOL.

The tool is composed of three clearly differentiated parts that can be seen in Fig. 4
and that correspond to the subprocesses of the methodology: i) Schemas Generator
(GEGS): This zone of the tool can only be accessed by the security management
architect (AGS) and the group of experts in the dominion (GED) and from this zone,
we can carry out three basic operations: i) create new schemas; ii) clone schemas
from an existing schema; and iii) modify schemas to improve the ISMS generation, ii)
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ISMS Generator (GSGS): This zone of the tool can only be accessed by the security
consultant (CoS) and the objective here is that of generating the ISMS for the enter-
prise, and iii) ISMS Support (MSGS): This zone of the tool can be accessed by the
users of the information system. The most relevant profile within this zone is the
responsible for security (RS). From this zone, we can carry out three basic operations:
i) management of the certificates of security culture; ii) procedure management; and
iii) control board management.

Schemas are the nucleus over which the tool is developed because they allow the
ISMS automation. These schemas are formed by a set of elements and associations
between them, defined from the knowledge acquired by the customers.

The tool has allowed us to reduce the implementation costs of the systems and im-
plies a higher percentage of success in implementations into SMEs. For these reasons,
we consider that the results of this research can be very positive for SMEs because
this tool allows them to access to the use of security management with a cost of re-
sources reasonable for their size. Also, through the use of this methodology and the
tool supporting it, we can obtain short-term results and reduce the costs that the use of
other models and tools implies, thus obtaining a higher degree of satisfaction and
efficiency in the enterprise.

Additionally, the tool allows us to maintain repositories containing not only infor-
mation about the specifications of the necessary schemas for the construction of
ISMSs but also information about the results obtained in the different use cases, thus
allowing the constant improvement of the methodology along with the models.

5 Conclusions and Future Work

In this paper, we have presented the proposal of a new methodology for the manage-
ment of security and its maturity in SMEs. This methodology lets SMEs develop and
maintain an ISMS with a cost of resources acceptable for this type of enterprises.
With the purpose of showing the validity of the methodology, we have defined a
model (base schema) that allows supporting the results generated through the research
and that fulfils the pursued objectives.

We have defined how this methodology must be used and the improvements that it
offers with respect to other methodologies that face the problem partially or in an
excessively expensive way for SMEs.

The characteristics offered by the new methodology and its orientation to SMEs
has been very well received and its application is showing to be very positive because
it allows this kind of enterprises to access to the use of information security manage-
ment systems and so far, this had only been possible for big enterprises. In addition,
with this methodology, we obtain short-term results and we reduce the costs that the
use of other methodologies implies, obtaining a higher degree of satisfaction of the
enterprise.

At last, we consider that the work done must be widened with new specifications,
new schemas, increasing the set of artefacts of the library and deeping into the model
with new example cases.
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Among the improvements of the model on which we are working as future re-
search lines we can highlight: i) improvements associated with GEGS subprocess:
Adaptation of the predefined schemas for SMES to the new rules and standards that
arise associated with security management, ii) improvements associated with GSGS
subprocess: Review aspects related to ISMS generation, and iii) improvements asso-
ciated with MSGS subprocess: Improve and increase the mechanisms of security
measurement and auto-evaluation through the introduction of new metrics in the
model that allow us to know the security level at any time; thus minimizing the num-
ber of auto adjustment audits necessary for maintaining such security level updated.

All these future improvements of the methodology as well as the model are being
oriented to improve the precision of the model but always respecting the principle of
cost of resources; in other words, we are aimed at improving the model without gen-
erating ISMS generation costs and maintenance costs.
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